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List of abbreviations

API Application Programming Interface
BIOS Basic Input/Output System

IC Integrity Check

M.2 PCI Express M.2 (Type 2230-D4-A-E)
Mini PCle Mini PCI Express

Mini PCle Half Mini PCI Express Half

NVRAM Nonvolatile Random Access Memory
PCIe PCI Express

RNG Random Number Generator

SMBIOS System Management BIOS

UEFI Unified Extensible Firmware Interface
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Introduction

This document is designed for administrators of Hardware Trusted Boot Module Sobol, Version 4 (hereinafter —
Sobol). It contains information about setup and operation of Sobol software.

This administrator guide has the following structure:

e Chapter 1 provides an overview of Sobol software (its purpose and the system requirements);

e Chapter 2 describes the setup and operation procedures of Sobol software for Windows;

e Chapter 3 describes the setup and operation procedures of Sobol software for Linux;

e Appendix contains information about scheck tool operation.

Web-site. Information about SECURITY CODE LLC products can be found on https://www.securitycode.ru.

Technical support. You can contact technical support by phone: +7-800-505-30-20 or by email:
support@securitycode.ru. Technical support web-page:

https://www.securitycode.ru/.

Training. You can learn more about hardware and software products of SECURITY CODE LLC in authorized
education centers. List of the centers and information about learning environment can be found on
https://www.securitycode.ru/. You can contact a company's representative for more information about trainings
by email: education@securitycode.ru.
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Chapter 1
Overview

Purpose

Sobol software configures the IC mechanism and performs additional operations while working with Sobol.

Note. The Sobol IC mechanism starts before an OS is loaded and ensures that software and hardware components of a protected computer cannot
be modified without permission.
For detailed information about the IC mechanism, see [1].

Sobol software contains the following components:

e Sobol driver;

e IC template management program;

e API library (snellock.dll) for Sobol driver.

Sobol driver enables Sobol to interact with other OSs.
The IC template management program allows you to:

create and modify the list of objects that will be checked for integrity violations, and save these lists to files —
IC templates;

modify original IC templates — add/remove objects and restore original files;

Note. Original IC templates are created during Sobol software installation. If you do not need to modify the original IC templates, to configure the
IC mechanism, calculate reference checksums while initializing Sobol (see document [1]).

create reports about controlled objects;

e create a file to export the Sobol log;

e create a file to save UEFI Option ROM.

Using the IC template management program in Windows you can configure IC for the following objects:
o files;

hard drive sectors;

registry items;

PCI devices;

SMBIOS structures.

Using the IC template management program in Linux you can configure IC for files and hard drive sectors.

Sobol. Version 4 6
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System requirements

Sobol software is compatible with the FAT16, FAT32, NTFS, EXT2, EXT3, EXT4 file systems and the following
operating systems:

oS Requirement

MS Windows e 10 x64/x86;

e 8.1 with KB2919355;
e 7(SP1);

e Server 2008 R2 (SP1);
e Server 2012 R2;

e Server 2016;

e Server 2019

Linux e ALT Linux9.1;

e ALT Linux SP8;

e ALT LinuxSP8.1;

e Lotos 2.1;

e RED OS MUROM 7.2;

e RED OS MUROM 7.3;

e ROSA Cobalt 7.3;

e Astra Linux Special Edition 1.4;
¢ Astra Linux Special Edition 1.5;
e Astra Linux Special Edition 1.6;
e Astra Linux Special Edition 1.7;
e AstraLinux Common Edition 2.12.40(42);
e Cent0S 7.3.1611;

e (CentOS 7.5.1804;

e CentOS 8;

e CentOS 8.2 (2004);

e Continent0S 4.2;

e Debian 10.1;

e Debian 10.5;

e ESxi Version: 6.5.0;

e Oracle Linux 7.2;

e Oracle Linux 7.3;

¢ ROSARED X4;

e SUSE Linux Enterprise 15;

e Ubuntu 18.04.2 LTS;

e Ubuntu 18.04.5LTS;

e Ubuntu 20.04 LTS.

Note. Sobol software is compatible with other operating systems within Linux family. For detailed information, contact the
service department (https://www.securitycode.ru/services/).

System hard drive must be a GPT structure and contain at least 50 MB of free space.

While creating IC templates and before running reference checksum calculation, remove all USB Mass Storage
devices (CD, DVD, flash drives, etc.) from your computer.

When using Fast Startup in Windows 10, errors in IC templates and checksum calculations may occur. Thus, we
recommend disabling Fast Startup.

Sobol. Version 4 7
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Chapter 2
Sobol software for Windows

Install Sobol software

Note. We recommended installing Sobol software before inserting Sobol card into the computer. If you have earlier versions of Sobol software on your
computer, remove them.

1. Insert the installation disk into the DVD/CD-ROM drive and run the SblAutorun.exe file.

Note. If the program has not started automatically, run the SblAutorun.exe file located in the Setup folder of the installation disk. The program
language is set automatically depending on the OS language.

The autorun dialog box appears.

SOBOL
SECURITY CODE

© Sobol software for Windows

© Documentation

© Open disk
© Additional software

.
G
Pycckuid \_;,D, SECURITY CODE

Note. To change the language of the autorun program, click English or Russian depending on the previously selected option.

2. Toinstall Sobol software, select Sobol software for Windows.

The Installation Wizard prepares for the installation. After the preparations are completed, the Installation
Wizard starting dialog box appears.

15 Sobol Setup - =

Welcome to the Sobol Setup Wizard

SOBOL
SECURITY CODE

The Setup Wizard will install Sobol on your computer. Click
Mext to continue or Cancel to exit the Setup Wizard.

3. Read the information in the starting dialog box and click Next to continue the installation.
The dialog box containing the text of the license agreement appears.
4. Read the license agreement. Click I accept the terms in the license agreement, then click Next.

Sobol. Version 4 8
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The dialog box prompting you to select components to install appears.

1 Sobol — *
Custom Setup -
Select the way you want features to be installed, n

To change the installation parameters, select the required item from the list below.

Driver
=3 ~ | IC template management program

This feature requires 143KE on your
hard drive.

m
o
i
m

Reset Disk Usage Back Cancel

To install the driver:

1. Select the Driver component in the custom setup window.

In the Driver field, information about the amount of free space on hard drive necessary for the installation
appears.

Note. To obtain the summary information about the disk usage, click Disk Usage.

Click Next.
The dialog box prompting you to select the file containing the list of objects for integrity check appears.
1 Sobol X
Configure IC template parameters -
Specify the parameters to configure the IC templates n
Configure the IC templates:
(®) By default

(O Using the IC template file

| Browse...

a
T

- ==

Note.

+ By default, the list of objects for integrity check is located in the SICInstallG4.xml file. The file is located in the %Program Files%\Sobol folder.
To view the list of objects stored in IC templates by default is, see on p. 38
* You can select a different file. To do so:
+ select the Using the IC template file check box and click Browse;
+ select the necessary file;
+ click Open.

Click Finish.
The process of the driver installation starts. The installation progress can be seen on the progress bar.
The Installation Wizard registers Sobol driver in the system.

After the procedure is successfully completed, the installation success dialog box appears.
Click OK.

Sobol. Version 4
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To install the IC template management program:

1.

In the custom setup window, select the IC template management program component.

In the IC template management program field, the information about the amount of hard drive free space
necessary for the component installation appears.

Note. To obtain the summary information about the disk usage, click Disk Usage.

2. To change the folder for the component installation, click Browse.
Select a folder for the component installation. Click OK.
3. Inthe custom setup window, click Next.
The dialog box prompting you to select the file containing the list of objects for integrity check appears.
Note.
By default, the original list of objects for integrity check is located in the SICInstall64.xml file. The file is stored in the %Program Files%\Sobol
folder. The list of objects that IC templates contain by default is given on p. 38.
* You can select a different file. To do so:
* select the Using the IC template file field and click Browse;
* selectanecessary file;
* click Open.
4. Click Finish.
The installation of the IC template management program starts. The installation progress can be seen on the
progress bar.
After the installation procedure is successfully completed, the Installation Wizard success dialog box appears.
For the autosetup of the IC templates management program, click Run IC templates management
program after the installation is completed.
5. Click OK.
Uninstallation

To uninstall Sobol software, use the Installation Wizard or Windows standard tools.

To uninstall Sobol software using the Installation Wizard:

1.

5.

Insert the installation disk into DVD/CD-ROM.
The Installation Wizard appears.

Note. If the wizard does not appear, run the file SblAutorun.exe from the folder Setup on the installation disk.

Click Sobol software for Windows

The Change, Repair or Remove dialog box appears.

Click Remove.

The dialog box to remove Sobol appears.

Click Remove.

When the operation is complete, the respective dialog box appears.
Click Finish.

Update

To update the IC template management program:

1.

Insert the installation disk into DVD/CD-ROM.
The Installation Wizard appears.

Note. If the wizard does not appear, run the file SblAutorun.exe from the folder Setup on the installation disk. |

Click Sobol software for Windows. If updates are available, you will be asked to update the program.
Click Yes. The setup window appears.

Note. If the OS is not supported or there is not enough space on the disk, the update aborts and the respective message appears. |

Read the information and click Next >.
The Installation Wizard starts to update the IC template management program.

Sobol. Version 4 1 0
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When the update is completed, the respective dialog box appears.
Click Finish.

Repair

When repairing components, errors are fixed by means of restoring missing and corrupted files, shortcuts, and
registry elements.

To repair components:

1.

Insert the installation disk into DVD/CD-ROM.
The Installation Wizard appears.

Note. If the wizard does not appear, run the file SblAutorun.exe from the folder Setup on the installation disk.

2. Click Sobol software for Windows
The Change, Repair or Remove dialog box appears.
3. Click Repair.
The dialog box to repair Sobol appears.
4. Click Repair.
You can see the progress of the installation on the progress bar. When the operation is complete, the
respective dialog box appears.
5. Click Finish.
Change

To change Sobol components:

1.

5.

Insert the installation disk into DVD/CD-ROM.
The Installation Wizard dialog box appears.

Note. If the program does not start automatically, run the ShlAutorun.exe file located in the Setup folder of the installation disk.

Select Sobol software for Windows.

After the preparation is completed, the Change, Repair or Remove dialog box appears.
Click Change.

The change dialog box appears. Select a component to be changed.

Click Change.

When the operation is completed, the respective dialog box appears.

Click Finish.

IC data model

The parameters that define Sobol IC operation and are configured using the IC template management program for
Windows are combined into a data model.

The IC data model is a hierarchical description of objects and relations between them. The model uses 5
categories of objects presented in the table below:

Object Description

Resource A file, a disk sector, a registry item, a PCI device, a SMBIOS structure. It is defined by the location and type of
the resource

Resource Multiple descriptions of the same type resources (files, disk sectors, registry items, PCI device, SMBIOS

group structures). It is defined by the type of the resources included into the group

Task A set of resource groups of the same or different types, e.g. a task can include a group of system files and
sectors at the same time

Job A set of tasks and resource groups to be controlled

Control A computer protected by Sobol

actors

Sobol. Version 4 1 1
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Objects of one category are subordinate or superior in relation to objects of another category. Thus, resources are
subordinate to resource groups, the latter — to tasks. Combining resources to groups, resource groups to tasks,
tasks to jobs is called object linking. As a result, control actors assign jobs.

Configuring IC

To configure IC using the IC template management program for Windows, take the following steps:
1. Modify IC templates (see p. 13).

2. Enable ICif it was disabled (see document [1], Integrity check).

3. Calculate the reference checksums (see p. 25).

Additionally, the IC template management program allows you to:

e generate reports about the controlled objects (see p. 25);

e save, import and export data models (see p. 25);

e create files export logs (see p. 27) and save the UEFI/BIOS extension code (see p. 28).

Run the IC template management program

According to the OS version:

e for Windows 10/8.1/8/Server 2012 R2 —in the Start menu, go to Security Code and run Sobol IC
Templates Configuration;

e for Windows 7 — in the Start menu, go to All Programs | Sobol | Sobol IC Templates Configuration.
A window appears as in the figure below.

Bl yrpaenenme wabnonanm KL - ] X
1 —eaaiin Mpaexa Bua Cy6vexTo ynpaenenua Cepeuc Cnpaeka
A e Q @) @e—2 / 4

3 —fekareropum

‘\;(
CyBbekTH (I Cy6uexts ynpasnenma
YpaBneHua -+ [§ DESKTOP-MTF325C

s =1

&d
s 3apanmna
3agaum

@

Tpynne
pecypcoe

>

Peqypeul

CipyxTypa X || mn Onucanme Tun 3agarma | Peqypent | JlokansHbie KLU
¥ & DESKTOP-MT7F325C Komnetorep 1 28 Brntouens

loTos 000000 w3 000001 [000000] | 16:08:40

The main window contains the following interface elements:

(1) Menu

Contains program management commands

(2) Toolbar

Contains shortcut buttons for management commands and software tools

(3) Categories (Kateropum)

Contains object categories (shortcuts of commands in the View (Bupg) tab). To display the object of the required category,
click its shortcut e.g. to display the task list, click Tasks (3apaHus).

If there is not enough space to display all shortcuts, scroll buttons appear at the top and/or bottom of the panel. Use these
buttons to move to the required shortcut

(4) Heading

Displays the heading of the selected object category

(5) Structure (Crpykrypa)

Sobol. Version 4 1 2
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Contains a hierarchical list of objects. The root element of the hierarchy is the selected category. To create the structure of
objects, create nested objects or link objects of different categories.
The shortcuts of objects that require the link with other objects have special signs:

. @ (the lower half of the circle is red) — the object does not include other objects;

o & (the upper half of the circle is colored red) — the object is not included in other objects;
S - the object is not linked to any other objects;
e « — the object has all the required links to other objects.

At the top of the section, there is the Quick Access Toolbar

(6) Objects

Displays the list of objects included in the object selected in Structure (Crpykrypa). Information about the objects is
presented in the table.

Table rows have different color:
e if the object has all the required links to other objects — the row is white;
o if the object requires a link but the link is missing — the row is pink;
e if the resource is not controlled — the row is gray

(7) Status bar

Contains service messages of the program. In the right part of the status bar, there are zones containing the following
information (from left to right respectively):
e the sequence number of the selected object, the total number of objects, the number of selected objects in the object list;
e the current time

Modifying IC templates

To modify IC templates using the IC templates management program for Windows, take the following steps:
e create new objects for IC:
e create single resources (see p. 13);
e create resource groups: groups of files (see p. 15), disk sectors (see p. 19), registry items (see p. 20);

e add resource groups to the IC job for Sobol
(see p. 23);

e remove objects that do not require IC (see p. 24).
Create single resources

To create a single resource (a file, a disk sector, a registry item, a PCI device, a SMBIOS structure):
1. In Categories (Kateropum) (see p. 12), go to Resources (Pecypchbl).
You will see the list of resources as in the figure below.

TIPSy

CrpykTypa X || Mma Mzmenen | MyTe Tun KoHTpo.. | Beinoad.. | Tpynnsl
& #® 5P Master Boot Record ... 11.12.2..  [uck O Cektop AA HET 1

[:l Pecypcei EPNTFS Boot Sector 0. 11.12.2..  [Iuce 0y CexTop il HET 1
{8 ®aiine u katanoru EBNTFS Boot Sector #F... 11.12.2.. [uck O\ CexTap Jiry et 1
E’Q OBrexTel peectpa EPNTFS Boot Sector #3... 11.12.2..  [uck Oy Cektop Jariy HET 1
E CexTopel KECTKMX AMCKOB [EP Partition table #6E3E... 11.12.2.. [uck O\Extend.. Cextop Jary HET 1
[ Kondurypauns 0Bopyaosz | 63 Unknown (0x63) Bo.. 11.12.2.. [AuckO\Extend.. Cexrop A ner 1

Note.The Files and directories (®ainbi n katanoru),Registry objects (O6bekTbI peectpa), Disk sectors (CekTopbl XecTKMX AUCKOB),
Device configuration(KoHdurypauma o6opynoBanus) folders are created by default while installing IC template management program.

2. In Structure (CrpykTtypa), cIicklEl Add new ([lo6aBuUTb HOBbIN).
The Create resource (Co3aaHue pecypca) dialog box appears.

CospaHue pecypea <
Obwme:
]
Tun: | daiin [ KorrponiposaTs
MMA W MY Th: [(]Benonnagmei
| E Obzop... i
oK OTnera
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3. Take the following steps:

e In the Type (Tun) drop-down list, select the required resource: File (®ain)/Registry variable
(MNepemeHHasn peectpa)/Registry key (Knrwu peecrtpa)/Disk sectors (Cektopbl aucka)/Device
configuration (KoHdurypaums o6opynoBaHus).

¢ C(Click Browse (0630p).
e In File Explorer, select the required resource and click Open (OTkpbITb)/OK.

In the Name and path (MMsa u nyTb) field, you will see the path to the selected resource.
e Click OK.

You will see the list of resources as in the figure below.

5 —

Crpyktypa X || Mma # | M3meHeH MyTe Tun Kontpone | Fpynni
W #® A ri0s 20000 11.12.2017 11:12:45  SMBIOS\ SMBIO... JA 0

[:] Pecypcel EﬂDisplayName 11122017 11:12:31  HKEY_USERS\... TMepem... Jury 0
+{@ Daiinel n kaTanorn &) GetDependstd.dil 11122017 11:15:45  C\Program F... ®@aiin Jury 1
+@ ObwbekTel peectpa EPGPT Header 20001 08.12.2017 16:07:27  Ouck O\ Cextop 1A 1
+B CexTOpbI HECTKMX AMCKOB || 53 \aster Boot Record %, 08.12.2017 16:07:27  Anck O Cextop 1A 1
48 Konurypauns 0Bopyaosa | s NTFS Boot Sector #11... 08122017 16:07:27  Juek 0\ Cexrop oA 1

4. Add the selected single resources to resource groups. To do so:
e In Categories (Kateropum), go to Resource groups (Fpynnbl pecypcoB).

e In Structure (CtpykTtypa), cIicklEl Add new (106aBUTb HOBbIN).
The Create resource group (CosaaHue rpynnbl pecypca) dialog box appears.

Cosganne rpynnel pecypcos >
Obwme:
st |
OnucaHie:
Tun: | dainst ~
omera

e Take the following steps:

e in the Name (Mmsa) and Decription (OnucaHue) fields, enter the required name and a group
description if necessary;

. in the Type (Tun ) drop- down list, select: File (®dainn) / Registry variable

(NepemeHHasn peectpa) / Registry key (Kniou peectpa) / Disk sectors
(Cektopbl gucka)/Device configuration (KoHdpurypaums o6opyaosaHus);
e click OK.

You will see the list of resource groups as in the figure below.

) pecy|
Crpyxtypa X || Vma MsmeHeHa OnncaHne Tun Mpu... | Pec...
a0 E CekTopel xkecTknx guc... 08122017 160727 CekTophl KecT.. 3
P P
[_j Tpynnel pecypcos Mogynn M0 gna NAK ... 0812.2017 16:07:27  Mogyau MO ... Qaine/Katan... 25

« [ Mogyau N0 ana MAK "¢ [ O6vextel peectpa 11122017 11:19:14 OBbexThl peec...

! [@ Tpynna gaiince B 06opyacsarme 11.12.2017 11:19:29 Kondurypaum...
! ) Obuvextol peectpa

1 B3 OBopyaoearue

1

1
v [ Cextope! KecTkin ancky [ Mpynina daiinos 11.12.2017 11:18:28 Qaine/Karan... 0 0
: 0

0

5. In Structure (Crpykrtypa), right-click the created folder select Add resources (lo6aButb pecypchbi) and
click Existing (CywecrByrowue).

A dialog box appears as in the figure below.
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[oBaeneHne Nog4MHEHHDX 0BBEKTOB K BhIBpaHHO My x
BeiSepnTe o6 bek Th ANA foGaBneHUA:

OfbexT MpwHaan... ~ | My

Ep’fl HKEY_USERS\.DEFAULT\Software"Class... 0 HKEY_USERS"\ DEFAULT \SoftwareClasses'\Local Setin...
[IBoinenims ece OK Omvena

6. Select the required reource and click OK.
In Structure (CTpykrypa) and the list of objects, the selected objects appear.

g

CrpykTypa X Mma | l3meHeH MyTe Tun KouTpone | Fpynnsl
Yo ® =2 Eﬁ’]DisplayName 11122017 111231 HKEY_USERS\... MMepem... AA 1

[ Mpynne pecypeos

o [ CexTophi ecTrix ANCK(

[ Mogynu MO gna MAK "¢

¥ [ Tpynna daiinos

[ Otmerru peccron

i ¥ [ O6opyaosarue

Create a resource group

You can create resource groups using task generator or the following commands:
e By directory (o katanory);
¢ Manually (Bpyu4Hyt0).

To create a resource group (By directory (Mo katanory)):

1. In Categories (KaTteropmumn)(see p. 12), go to Resource groups (I'pynnbl pecypcoB).
You will see the list of resource groups as in the figure below.

i3 pecy|

CrpykTypa X || Mma MzmeHeHa OnucaHue Tun Mpw... | Pec..
& #® [B Cexropel kectim gne... 08122017 16:07:27 CexTopbl #ecT.. 1 3
[:I Ipynnel pecypcos [@ Mogynu MO gna MAK ... 08122017 16:07:27 Mogynn MO ... ®aine/Katan., 1 25

o [ CexTophi KecTKIX ANCK
e [ Mogynn MO ana MAK "¢

2. In Structure (CrpykTrypa), right-click the Resource groups (IFpynnbl pecypcoB) folder, select Create
group (Cospatb rpynny) and click By directory (Mo katanory).

The File Explorer appears.

3. Select the required directory and «click OK . In the IC templates management
(Ynpasnenue wa6noHamu KL) dialog box, click OK.

To create a resource group (Manually (Bpy4Hy0)):

1. In Categories (Kareropumn)(see p. 12), go to Resource groups (Ipynnbi pecypcoB). In Structure

(CtpykTtypa), cIicklEl Add new (1l06aBUTb HOBbIN)
The Resource group creation dialog box appears (see p. 14).
2. Take the following steps:

e in the Name (Mmsa) and Description (OnucaHmue) fields, enter the required name and a group
description if necessary;

e inthe Type (Tun) drop-down list, select Files (®ainbi);
e click OK.

3. In Structure (Crpykrtypa), right-click the created folder select Add resources ([Jo6asutb pecypcbl) and
click Multiple new (Heckonbko HOBbIX).

Sobol. Version 4 1 5
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Co3aaHue pecypcos X

DOPMMPOBAHWE HOBOIM ONEPaLYAM:

BribpaHHeie dainsi e Bee daine | DunsTpel dainos: 4 i @

_ *.exe
Y4YUTLIBATE BNOMKEHHOCTE Mo dmnsTpy

LobaerTe onepawo. ..

MocnepoeaTensHOCTL DI'IEDaLIJ-ﬂI?I!

Onepauna

¥YOaniTe onepauuq

YUMTHIBATE CMMCOK PACLUMPEHMIA BEINONHAEMBIN GaNos OK OtMena

The Create resources (Co3paaHue pecypcoB) dialog box consists of two parts:

e the Generate new operation (®PopmupoBaHue HOBOW onepauun) group of fields allows you to
specify an option for selecting resources and setting additional conditions. You can set several conditions
for one option. Adding resources by an option and an additional condition is called an operation. Multiple
operations can be performed for one option.

To perform an operation, select an option, set additional conditions and click Add operation
(Qo6aBuTb onepauuio).

e the Sequence of operations (lMocnegoBatenbHOCTb onepaumin) group of fields displays the sequence
of the performed operations.

You can find the parameters used for adding new files for IC in the table below:

Parameter Description

Resource selection | Two options are available:

option * Selected files (Bbi6bpaHHble ¢ainbl) (standard file selection procedure; no additional
conditions available);

¢ Files by directory (®ainbl no katanory) (files included in the specified directory are
added; nesting is taken into account; you can use a filter)

Consider the nested| Parameters available only if the Files by directory (®ainbl no katanory) option is selected
structure.
All files.
By filter

4. Configure resource selection parameters.
Then, proceed to one of the following steps depending on the selected option:

If you selected... ...proceed to step:

Selected files 5
(Bbi6paHHble daiinbl)

Files in folder 7
(dainbl Nno karanory)

5. Click Add operation ([Jo6aBuTb onepauuio).
Windows Explorer appears.
6. Select the required files.

The new operations are added to the list in the Operation sequence (MocnepoBaTenbHOCTbL onepayui)
section.

Sobol. Version 4 1 6
Administrator guide. Sobol Software



© SECURITY CODE LLC

Cozganue pecypcos >

DPOPMAPOEEHWE HOBOI ONEPALIN:

BrIBpaHHele dalinel w Bee dainel | ©uneTpel dalinos: a i
*.EXE
YUWTHIBATE BNOMEHHOCTE Mo funETPY
i [JoBaBMTE onepaLmid. ., |

MNocnegosaTensHOCTE DI'IEDBLU.ﬂI:ﬁ:

Onepaumn
|;I_!|-ﬂ BrifpanHeie daine: C:\Program Files\Common Files\System\DirectDE. dll

|;1_"E| BribpanHee daine: C:\Program Files\Common Files\systemiwab32.dll
@ BrifipaHHEIE daine: C:\Program Files\Common Files\System\wab32res. dll

YaanuTb onepawm

YUMTHIBATE CMCOK PACLUMPEHIIA BBINONHAEMBIX QEAN0E OK OTMeHa

Each file has the respective operation.

Note. If you need to delete operations, select them in the list and click Delete operations (Yaanute onepauum).

Then:
e if you do not need to add other resources, proceed to step 9.

e if you need to add other resources, return to step 4.

7. Configure additional parameters (to use the filter, double-click a line in the File filters (®unbTpbl hpaitnos)
list) and click Add operation (fJo6aBuTb onepauuto).

Windows Explorer appears.
8. Select the required folder and click OK.

The new operation is added to the list in the Operation sequence (MocsenoBaTenbHOCTbL onepauui)
section.

CozaaHue pecypcoB *

DOPMMPOBEHWE HOBOIM ONEpaLYM:

D&k N0 KETANOrY w DUnETpel hannos: " i | &

*.exe
[ vuureisaTs snoxenHocTs ()Mo dunsTpy

LobaerTe onepawo. ..

MocneAoBaTENEHOCTE ONEpaLMA;

COnepaumn

@ daiinel no kaTanory: C:\PerfLogs\{ece)

YaanuTe onepawm

VUWTEIBATE CMMCOK PACLUIMPEHMIA BEINONHAEMEI Bainos OTMEHa

Then:
e if you do not need to add other resources, proceed to step 9.
e if you need to add other resources, return to 4.

9. Make sure that you added all the required resources. Click OK.

The Create resources (Co3paaHue pecypcoB) dialog box is closed. The new resources are added to the data
model.
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CTpyktypa X Wua # | MzmeHeH MyTe Tun KoHTpone | Tpynnel
[ ® E &J DirectDB.dll 11.12.2017 11:4314  C\Program F..  @aiin Jary 1
[:] [pynnel pecypcoe Elwab32.dIl 11.12.2017 11:45:14  Ch\Program F...  @aiin AA 1

v E CeKTophI MECTKIX ANCK] Hwabﬂres.dll 11.12.2017 11:4314  C\Program F..  @aiin AA 1
+ [ Mogynn N0 ana NAK "

o i P

i@ [# OfvexTe peectpa

..... 1 B O6opyaosarme

To create a group of files (using Task generator):

1. In the Categories (KaTteropmum) section (see p. 12), select Resource groups (I'pynnbl pecypcos). In the
menu, select Service | Task generator (Cepsuc | FeHepaTop 3aaau).

A dialog box appears as in the figure below.

leHepaTop 33434 N0 YCTaHOBNEHHEIM MPOrpamMMan >
BriGepuTe NporpamMel ANA COSAEHWA HOBEIX 33084!

Momck no: | MedopMacy 1z MSInstaller (KL w [|BriaenuTs Bee

Microsoft Visual C++ 2010 x64 Redistributable - 10.0.40219
Microsoft Visual C++ 2010 w86 Redistributable - 10.0.40219
MAK "Cofons”

AononHUTEnsHD:
MrHOpUPOEETE 0RBEKTEI pEECTPA MoOMEYETE BRINONHAEMBIE
[ ] MeHaTs nyTH Ha NepeMeHHsle PacluMpeHrA BEINONHAEMEIX:

.exe; dly .cpl; drv; sys; oo ovbs; s g

OoBaBnATE 33BMCMMEIE MO YA

QK OTMeHa

2. Inthe Search by (Mowuck no) drop-down list, select a source to search for programs.

3. Select the required programs in the list and, in the Advanced (JononHutenbHO) section, set the additional
conditions (see the table below).

Note. To select multiple programs, use <Ctrl>. To select all objects in the list, select the Select all (Bbiaenutb Bce) check box.

Condition Description

Ignore regsistry items Registry items are not added to tasks
(UrHopmpoBaTb 06beKTbI
peecTtpa)

Replace paths with Absolute paths to files and folders are replaced with Windows environment variables
variables (MeHsaTb NyTn
Ha nepeMeHHble)

Add dependence Dependent modules are added to a resource group where the source file is located.
modules (flo6aBnaTtb Dependent modules are files that determine source file execution. For example, drivers and
3aBMCUMMbIe MOAYN) libraries that are not parts of applications run directly by user but without these drivers and

libraries the application cannot run.

Sobol. Version 4 1 8
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Mark executables File with extensions specified in the Executing (BbinosHsemMmsiit) field are marked
(MomeuaTb
BbIMOJIHAEMbIE)

Note. If you select data from MSinstaller (nHdopmauum u3 MSinstaller) in the Search by (Mouck no) drop-down list, you can configure all
the additional conditions listed above.

If you select shortcuts in the Start menu (apnbikam u3 metio "Myck") in the Search by (Mouck no) drop-down list, you can set only the
Replace path with variables (MeHsTb nyTh Ha nepemeHHbIe) and Mark executables (lomeuatb BbinonHaemble) conditions.

Click OK.
When the generation process is completed, you receive the respective message.
Click OK.
The new resources are added to the data model.
% Ty pecy)
CrpyeTypa X | Mma | M3meHeH MyTe Tun KoHTpone | Fpynn|
o * = & ADVAPIZ2.dII 11122017 11:4%:25  C\Windows\... ®aiin aa
[:] pynnel pecypcos 3 apphelp.dil 11.12.2017 11:4%:25  C\Windows\... @aiin AA 1
; “’E CEKTOpbI HECTKIN ANCK] é;rﬁ]Bcpd?Langs.dll 11122017 11:4%:25  C\Windows\... ®@aiin Jur:y 1
+ [E Mogymm NO ana NAK"C B berypt.dil 11.12.2017 11:4%:25  C\Windows\... ®aiin JiT
S Mpynna aiinoe & beryptPrimitives.dil 11.12.2017 11:49:25  C\Windows\... ®aiin iT
S [ Obvexrol peectpa & charmap.exe 11122017 11:4%17  CAWindows\... ®aiin a1
=] 050?)‘@.“”"‘& . &I CHARTV.dII 11122017 11:4%25  C\Windows\... Qaiin FiT
aE aTanor C:\Sobl & combase.dll 11.12.2017 11:4%:25  C\Windows\... ®aiin Jur:y 1
= ] 5yt=rn Tools - Characte &l comcTL2.dil 11122017 11:4%:25  C\Windows\... ®aiin oA

Create a sector group

To create a hard drive sector group:

1. Inthe Categories (Kareropum) section, click Resource groups (Fpynnbl pecypcoB).
2. In Structure (CrpykTypa), right-click Resource groups (Fpynnbl pecypcoB) and select Create group |
Manually (Co3paatb rpynny | BpyuHyio).
The Create resource group (CosgaHue rpynnbl pecypcoB) dialog box appears (see. p. 14).
3. Take the following steps:
e in the Name (Mma) and Description (OnucaHue) text boxes, enter the group name and some
additional information if necessary;
e inthe Type (Tun) drop-down list, select Hard drive sectors (CeKkTopbl dK€CTKMX AUCKOB);
e click OK.
4. In Structure (CtpykTypa), right-click a folder of the group created earlier and select Add | New resources
(Ao6aBuTb pecypchbl | Heckosibko HOBbIX).
The Create resources (Co3zagaHue pecypcoB) dialog box appears.
5. Click Add operation ([lo6aBuTb onepauuio).
A dialog box appears as in the figure below.
Sobol. Version 4 1 9
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B Cextopel O X

BeibepuTe cekTop

MNapameTp 3HaueHwe
[] 1 Master Boot Record B OchoBie
i [ @ GPT Header Dyck Owck 0
i |:| [ MTFS Boot Sector Wran Samsung 55D 8...

Cmne paza... GUID TaGnmua ...
Emrocte 476540 Mb
B BIOS
Homep ame... 1
Puzmveck... 000D

OK CTmeHa

6. Select the required sectors and click OK.

The selected operation is added to the list in the Operation sequence (MocnepoBaTeNnbHOCTb onepayui)
section.

CozgaHne pecypcoe X

DOPMUPOESHWE HOBOI OMEPALIMK:

CexTopbl AMCKOE - Bee daline | PMAETPEI bainoe:
YUNTLIBETE BNOMEHHOCTE Mo unsTpy
E LoB3EMTE ONepaLrD., .. 1

MocneAosaTENLHOCTE OMEPaLMiA:

Onepawws
[ CexTopsl anckos: flnck 0\Master Boot Record #0000

¥AanuTe onepauq

CK OTMeHa

Note. If you need to delete operations, select them in the list and click Delete operations (YaanuTb onepauum).

7. Click OK.
The Create resources (Co3zpnaHue pecypcoB) dialog box is closed.

Create a group of registry items

IC template management program allows you to create the following groups of registry items: registry keys with
variables (using the By registry key (Mo kntouy peecrtrpa) and Manually (Bpy4yHyrw) commands) and
registry items with variables.

To create a group of registry keys with variables (the By registry key (o kniwouy peecrtpa)
command):
1. Inthe Categories (KaTreropum) section, click Resource groups (Fpynnbl pecypcoB).

2. In Structure (Crpyktypa), right-click Resource groups (IFpynnbl pecypcoB) and select Create group
| By registry key (Cospartb rpynny | Mo knrouy peecrpa).

The Registry (MpocMmoTp peectpa) dialog box appears as in the figure below.
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B MpocwMoTp peectpa O >

BrIBEPWMTE KNKOY PEECTPE ANA COSZAEHWA MPYNnbI:

W oc 7
+-[20 Keyboard Layout
+-[2] Printers
=-{Z3 Software
-2 Classes
51-{Z] Local Settings
(2] MuiCache
=-{Z3 Software
5123 Microsoft
Z1-{23 Windows
=1-{Z3 CurrentVersion
223 AppContainer
—[:l Mappings
i —D 5-1-15-2-95735096-486727260-2033237
: L.[Z7 Children v
< >

OTMeHa

Select the required registry item and click OK. In the appeared dialog box, click OK.

To create a group of registry keys with variables (the Manually (Bpy4yHyto) command):

1.
2.

Sobol. Version 4

In the Categories (KaTteropum) section (see p. 12), click Resource groups (Fpynnbl pecypcoB).

In Structure (Crpykrtypa), right-click Resource groups (IFpynnbl pecypcoB) and select Create group
| Manually (Co3paTtb rpynny | BpyuHyio).

The Create resource (Co3gaHue rpynnbl pecypcoB) group dialog box appears (see p. 14).
Take the following steps:

¢ in the Name (Mmsa) and Description (OnucaHme) text boxes, enter the group name and some
additional information if necessary;

e inthe Type (Tun) drop-down list, select Registry items (O6bekTbl peecTpa);
e click OK.

In the Structure (Crpykrypa) section, right-click a folder of the created group and select Add | New
Resources ([lo6aButb pecypcbl | HeCkonbKO HOBbIX).

The Create resources (Co3gaHue pecypcoB) dialog box appears as in the figure below.

CozgaHue pecypcoe X

DOPMMPOESHUE HOBOIA ONEPaLIAM:

MEpEMEHHEIE MO KoYy w Bee daiine | PunbTpbl daiinos:

[ yuuTeiBaTs BRo%EHHOCTE Mo dmnsTpy

[o6aBMTE onepalyto. ..

Mocne A0BaTENSHOCTE ONepaLii:

Onepauma

oK CTtmeHa

In the Create new operation (®opmupoBaHme HoBOW onepauumn) drop-down list, select Keys with
variables (Knroun c nepemenHbiMm). Click Add Operation (lo6aButb onepauuo).

The Registry (MpocmoTp peectpa) dialog box appears.
Select the required registry items and click OK.

The new operation is added to the list in the Operation sequence (MocnepoBaTenbHOCTb onepauuit)
section.

21
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Cosganne pecypcos X

DOPMUPOEEHUE HOBOA ONEPaLIN:

Knioum © nepeMeHHbIMI v Bee daline | PUNbTPeI Gaiinos:
[ vunreisaTs snomenHocTs Mo dmneTpy
f JofEEMTE onepaumio. .. {

MecneaosaTeNsHOCTE ONEPaLMi:

Onepawms
@Knmqm C nepemedHeMU: HKEY _LOCAL_MACHINE\SYSTEM

Y¥AanWTe onepaLq

CK CTtmeHa

7. Click OK.
The Create resources (Co3paHune pecypcoB) dialog box is closed.

To create a group of registry key variables:
1. Take steps 1-4 of the previous procedure.

2. In the Create new operation (®PopMmupoBaHue HoBoW onepauum) drop-down list, select Variables by
key (MepemeHHble no kntouy). Click Add operation (lo6aButb onepauuio).

The Registry (MpocMmoTp peectpa) dialog box appears.
3. Select the required registry items and click OK.

The new operation is added to the list in the Operation sequence (MocnepoBaTenbHOCTb onepaLuin)
section.

Co3gaHue pecypcos *

DOPMUPOBAHUE HOBOM CNEPELIAN:

MepeMeHHLIE Mo KDWY ~ Bee daiinel | PneTpel daiines:
[] ¥umTbisaTs EnomerHoCT Mo dmneTpy
i [lo0EENTE DNEpaLMIO. .. i

MocneaoBaTENEHOCTE ONEpaLii;

Onepawwa
gﬁﬁnepememble no kniovy: HEEY _LOCAL_MACHINE\SYSTEM\Select

YaanuTe onepawiu

0K OTMeHa

4. Click OK.
The Create resources (Co3zpnaHue pecypcoB) dialog box is closed.

To create a group of PCI devices and SMBIOS structures:
1. Inthe Categories (KaTteropum) section (see p. 12), click Resource groups (Fpynnbl pecypcoB).

2. In Structure (Crpykrypa), right-click Resource groups (IFpynnbi pecypcoB) and select Create group
| Manually (Co3spaTtb rpynny | BpyuHyio).

The Create resource group (CospaHue rpynnbl pecypcos) dialog box appears (see p. 14).
3. Take the following steps:

¢ in the Name (Mmsa) and Description (OnucaHme) text boxes, enter the group name and some
additional information, if necessary;

e inthe Type (Tun) drop-down list, select Device configuration (KoHdurypaums o6opyaosanusn);
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In Structure (Crpykrtypa), right-click a folder of the created group and select Add | New resources

(Ao6aBunTb pecypcbl | HeckonbKo HOBbIX).

The Create resources (Co3zaaHue pecypcoB) dialog box appears.
Click Add operation ([Jo6aBuTb onepauuio).

A dialog box appears as in the figure below.

B Kondmrypauwa oBopygoeanua O *

Buibepute obopyaoBaHue

# | MapameTp 3raverme
|:| Sl PCl-lunHa lpynna DESKTOP-MTF...
; +|:|I':| CHCTEMHBIE YCTPOACTER
+|:|LT;4‘ BuaeoaganTepe
+-[1§ Kontponnepsi USB
+|:|Ij YeTpoicTEa MAEHTUMKALMI
+|:| [P Cerestie aganTepel
- KouTtponnepe: IDE ATA/ATAP
<[ J@ System Management BIOS
= & BIOS
- 148 System
- J48) Baseboard
- 148 System Enclosure
+|:|D Processors

Lo -

QK OTmMeHa

Select the required resources and click OK.

The new operations are added to the list in the Operation sequence (MocnegosaTenbHOCTb onepaLun)

section.

Co3aaHue pecypcoe >

DOPMUPOBAHHME HOBOI OMNEPELIAM:

KoHburypawa obopyaosaHna Bee daiinel | PMASTPLI dalinos:
YYMTBIBETb BNOMEHHOCTD Mo dunsTpY
E [oB0EBMTE ONEPELALD. .. i

MocneAoBaTENEHOCTE OMNEPALIMIA:

Onepawia

"= KoHdwmrypawia obopyaosarma: PCIKoHTponnepel IDE ATAATAPI\CTaHASPTHEIA KOHTPOMNED ...
a KoHdwmrypawa obopyaosanna: SMBIQS\BIOS #0000

YAANUTE ONEPSLMA

QK OTHeHa

Note. If you need to delete operations, select them in the list and click Delete operations (Yaanuts onepauum).

Click OK.
The Create resources (Co3zpnaHue pecypcoB) dialog box is closed.

Add objects to a job

To add objects:

1.

In the Categories (KaTteropmm) section, click Jobs (3apanusa).
The Jobs (3apaHunna) panel appears as in the figure below.
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RelEs

CrpykTypa X || Mma MzmeHeHo OnucaHue CyBBerThl Cogepxunt
E& Kontpons uenoctioctn 08.12.2017 16:07:27  3agaHue Ha koHTpon.. 1 1

[ 3aaarma

-+ EE KowTpons uenocTHocTi

In Structure (Crtpyktypa), right-click Integrity check (KoHTponb uenocrHoctn) and select Add
tasks/groups | Existing ([lo6aBuTb 3agaumn/rpynnbi | Cywecreyowume).

A dialog box appears as in the figure below.

AoBaeneHne NoJgUUHERHB 0EBEKTOE K BBIBpaHHOMY >

BrifiepuTe ofbekTsl ANA AofasneHA:

DfnexT MpwHaan... -~ | ™

[Z] System Toals - Character Map

[@ lpynna gainos

E«@Dﬁbenﬁbl peecTpa

%Dﬁnpymsame

[@ Katanor 'C:%Sobal

@ Kniow "HKEY_USERS".DEFAULT \Keyboar...
ECEKTDD!:I KECTHWN QMCKOS

[@ Mogyni MO ana MAK "CoSons"

[f= Svstem Tanls - Character Man atine

- = = O O O O O o

[ Beigenums sce 0K Omvera

Select objects to be added an click OK.
The new objects are added to Structure (CTtpykTtypa) and to the list of objects.

T =a
CTpykTypa X 1| Mma MzmeHeHa OnucaHue MpuHagnexnT | CogepHunt
%o &= EINAK "Cobons" 11.12.2017 13:40:34 MO gna MAK "CoBo... 1 2
[:] 3apaHua ECerropbl wecTkumx gnc.. 11122017 15:40:34 2 g
-+ E@ KonTpons uenoctHocTy

Removing objects from a job

You can either remove objects softly or remove them permanently.

To soft remove objects:

1. Inthe Categories (Kareropum) section (see p. 12), select Jobs (3apaHus).

2. In Structure (Ctpyktypa) or in the list of objects, right-click the object folder to be soft removed. For a
resource group, select Remove from | Task/Job (Mckntountb u3 | 3apaun/3apanuna); for a task, select
Remove from | Job (Ucknountb n3 | 3apgaHusa).

A dialog box prompting you to confirm the procedure appears.

3. Click Yes (Aa).

The object is removed from the job.

4. To restore the object, perform steps 2 and 3 of the Add objects to job ([lo6aBneHne o6bekTOB B
3apaHue Ha KL) procedure (see p. 23).

To remove objects permanently:

1. Inthe Categories (KaTteropum) section (see p. 12), select Jobs (3apaHus).

2. In Structure (Crpykrypa) or in the list of objects, right-click the required object and click Remove
(Ypanutb).

A dialog box appears as in the figure below.
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¥aanenne rpynnel (Katanor 'ChSobol’) =

[aHHEe o0BEKTEI NPUH3ONEXRST K obbeKTaM:

KoHTpons LenoCTHOCTH

W COAEMHET Cned yHWKe OB BERTEI

C:'\Sobaolifiles. chk -
C:'\Sobalifiles.nam

C:'\SoballLocalhost.sdb

C:'\Soballpd.chk

C:'\Sobal\pd.nam

C:'\Sobolyregistry.chk "

[ oy IR | DU S MR

Mpi yaaneHun ByayT pasopEaHel BCE CBASM C BbIlUENEPEYMCNEHHEIMM
obbexTami, MNpogomsnTe ?

(] ¥AANATE MO AYMHEHHEIE Het

3. Click Yes (Oa).
The object is removed from the job.

Calculate reference checksums

After you configured and saved the IC list, you must calculate reference checksums.

Attention! Before calculating reference checksums, remove all USB Mass Storage devices from your computer (USB, CD, DVD and removable
drives, efc.).

To calculate reference checksums:

1. Restart your computer and log on to the system as Sobol administrator (see document [1]).

2. Enable the IC mechanism (see document [1]).

3. Inthe administrator menu, go to Integrity Check, in the Calculate checksums section, select Start.
Reference checksums are being calculated. A window that displays the calculation progress appears.

To cancel the calculation, either press <Esc> or select Cancel. If an error occurs, the calculation will be
stopped and you will receive the respective message. Read the message and press any key to continue.

Reference checksums are calculated successfully if no errors occurred during the calculation (the Errors field has 0
value).

If an error occurs, identify and fix the problem. For detailed information about error messages, see p. 38.

Create a report about controlled objects

The IC template management program allows you to create an .rtf file that contains the list of controlled objects.
The list also contains paths to each added object.
To create a report:

1. Run the IC template management program. In the Menu (see p. 12), select Service | Reports | Computer
resources (Cepeuc | OTuerbl | Pecypcbl paboueit ctaHuum).

2. In the Computer resources (Pecypcbl paboueit ctaHuun) dialog box, if necessary, change the report file
name and its destination folder. To configure report view parameters, click Advanced ([lJonosiHUTeNbHO).

3. Click Create (MocTpouTb).
Saving, importing and exporting a data model

Replace environment variable

To ensure proper operation of a data model that was moved from one computer to another and while exporting
specific resources, tasks and jobs, you might need to replace absolute paths with environment variables.
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This procedure is performed on a computer from which a data model (or its items) is moved.

Replacing environment variables with absolute paths is a reverse procedure that is performed to restore absolute
paths.

To replace environment variables:

1. In a data model, right-click the required resource and click Environment variables (lMepemMeHHble
OKpY>XeHUs).

A dialog box that contains the list of existing environment variables appears.
2. Selected the objects to be replaced:
e To replace absolute paths with environment variables, keep the default option.

e To replace environment variables with absolute paths, select Environment variable names with path
values in files and folders (UMeHa nepeMeHHbIX OKPY>X€HUA Ha 3HauyeHue nyrten B cdainax um
nankax).

3. Select the required variables in the list.
4. Click OK.

Save a data model

You can save any changes in a data model's configuration performed during IC template management program
operation.

To save a data model:
Take one of the following actions:

e on the toolbar, click (CoxpaHuTtb Mopesb);
e press <CtrI>+<S>;
¢ inthe File (®ain) menu, click Save (CoxpaHuTb).

Export a data model

To export a data model:
1. Inthe File (®aitn) menu, click Export model to XML (3kcnopt mogenu B XML).
The Export data model (3kcnopT Mmoaenun aaHHbIX) dialog box appears.

IKCNOPT MOAENW JaHHBILX b

MyTe K BoIXOAHOMY daliny:

Ci\Usersuser\Documents YWoname, xml | BrifipaTe. ..

Ommera

2. In the Output file path (MyTb k BbiIxogHOMY chainy) text box, enter the full file name (its path and its
name). You can also use Windows Explorer. To open Windows Explorer, click Browse (Bbi6paTtb).

3. Click OK.
When the export is completed, you receive the respective message.
4. Click OK.

Import a data model

To import a data model:
1. Inthe File (®aitn) menu, click Import model from XML (UMmnopTt mogenun ns XML).

2. If you have not saved changes performed earlier, you will receive the respective warning message. Click Yes
(Aa).
The Import data model (UMnopT Mmogenun pgaHHbIX) dialog box appears.
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MrnopT Mogenn gaHHbx >

[yTe K EXCAHOMY Dainy:

|C:'n,LIsersH,leer'nDocuments'n,l\loname.xml | [Bgﬁpam... ;

TN BHOCMMBIX USMEHEHMIA:
() MpensapUTensHan O4MCTKE MOLENH NEPED MMIOPTOM
(®) [o6aBNEHME MMNOPTHPYEMBIX 0OLEKTOB K CYLLECTEYIOLLMM

C YHETOM CYLECTBYIOWMX TRYIIN, 38484 U 3aaaHui

MMnopTUpyeMele 00beKThI:

3anaqu Ipynnel pecypcos Pecypcsi

oK OTtMeHa

In the Input file path (MyTb k BxoagHOMY chainy) text box, enter the path and the full name of the file that
contains data about the model object. You can also use Windows Explorer. To open Windows Explorer, click
Browse (Bbi6paTb).

In the Change type (Tun BHOCMMbIX M3MeHeHMM) section, select the required import option. To do so,
select one of the following:

Clear model before the import
NMpeaBapuTenbHasa O4YUCTKa MOAENN Nepea MMMNOPTOM

All objects of the current data model are deleted. When the import is completed, the data model contains only the objects
that were added from the imported file

Add new objects to existing ones
[o6aBneHne MMNOPTUPYEMbIX 06BEKTOB K CYLIECTBYIOLUM

The data model contains both the imported objects and the objects from the previous data model. Some objects can be
duplicated during the import if you have selected the Keep existing groups, tasks and jobs (C yueTtom
CywecTBYHOLWMX rpynn, 3aaa4y u 3agaHmin) or the data model already contained objects with the same names.

For Tasks (3apaumn) and Resource groups (Fpynnbl pecypcoB), the objects are duplicated and the duplicate object
has the following name format:

object_name<N> where N is the sequence number of the duplicate object.

For Resources (Pecypchl), the objects are not duplicated

In the Objects for import (MUMnopTupyembie o6bekTbl) section, select the required object types. If the
selected file does not contain data about object of some type, the respective check box will be disabled.

Click OK.
When the objects are imported, you receive the respective message.
Click OK.

Create a file to export the Sobol log

Sobol software allows you to create a file to export the event log with the specific number of events.

To create a file to export log:

1.

In the main menu (see p. 12), select Service | Additional files (CepBuc | flononHutenbHble hainnbl).
The Additional files (CosaaHmne pononHutenbHbix dainos) dialog box appears.

CozaaHue AononHUTENEHEX daince x

Dalin ANA 3KCNOpTa KypHana

MyTe & dafiny: | | KonMUecTBo 3anMcei: I:I
dalin AnA Koga pacwwpenna UEFLBIOS
MyTe K dainy: | |
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Enter the full file name (the path and the name):
e either type the full name in the Path to file (MyTb k ¢ainy) text box;

e oruse Windows Explorer, click |:|, select a destination folder and enter a name for the file.

Note. The file must be in the .csv format.

In the Number of events (KonuuectBo 3anuceit) text box, specify the required number of events to be
exported.

Click Create (Co3anaTtb).
The file is created in the specified destination folder.

Note. If you create less than two files at the same time, you receive the error message. Click OK, then, in the Additional files (Coznanue
pononHuTenbHbIX ¢hannos) dialog box, click Cancel (OTmeHa). The specified files will be created anyway. .

Create a file to save UEFI Option ROM

Sobol software allows you to create a file to save UEFI Option ROM.

To create a file to save UEFI Option ROM:

1. Inthe main menu (see p. 12), select Service | Additional files (Cepsuc | fJononHutenbHbie dainbl).
The Additional files (Co3aaHue gonosHutenbHbiX dainoB) dialog box appears.
2. Enter the full file name (the path and the name):
e either type the full name in the Path to file (MyTb k dainy) text box;
e oruse Windows Explorer, click |I|, select a destination folder and enter a name for the file.
Note. The file must be in the .bin format. |
3. Click Create (Co3pnatb).
The file is created in the specified destination folder.
Note. If you create less than two files at the same time, you receive the error message. Click OK, then, in the Additional files (Co3panue
pononHutenbHbIX thannos) dialog box, click Cancel (Otmena). The specified files will be created anyway.
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Chapter 3
Sobol software for Linux

Installation

The IC template management program is installed using vib/rpm/deb packages respectively to a Linux
distribution.
To install Sobol software on other operating systems within Linux family:

1. Insert the installation disk. Run a terminal emulator. Go to a program installation directory for the respective
Linux distribution.

2. According to the selected distribution and the architecture run the following command to install Sobol driver:
e for rpm packages:
rpm -ivh <PACKAGE NAME>

o for deb packages:
dpkg -i <PACKAGE NAME>

Sobol driver is installed on the computer.
3. Toinstall Sobol software, run the following command:
e for rpm packages:
rpm -ivh <PACKAGE NAME>

e for deb packages:
dpkg -i <PACKAGE NAME>

Sobol software is installed on the computer and the default list of IC templates is created.

Note. You can find the default IC objects on p. 39.

Uninstallation
You can use different commands to uninstall Sobol software respectively to the distribution and the architecture.

To uninstall Sobol software on other operating systems:
1. To uninstall Sobol software, run the following command:
e Forrpm packages:

rpm —e sobol-scheck

e For deb packages:
dpkg —--purge sobol-scheck

The IC template management program is uninstalled.
2. To uninstall Sobol driver, run the following command:
e For rpm packages:
rpm —e sobol
e For deb packages:

dpkg --purge sobol

Sobol driver is uninstalled.

Integrity check configuration

You can configure the IC mechanism in Linux using either the graphical interface or the command line.
To configure the IC mechanism, perform the following procedures:
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1. Modify the lists of IC objects (see p. 30, p. 33).

Attention! After modifying the lists of IC objects, calculate reference checksums (see step 3).

2. Enable the IC mechanism if it was disabled (see document [1], Integrity Check).
3. Calculate reference checksums (see p. 36).

The IC template management program also allows you to:

e create reports about controlled objects (see p. 32);

e create a file to export Sobol logs (see p. 36);

e create afile to save UEFI Option ROM (see p. 36).

Configuring the IC mechanism using the graphical interface

Run the IC template management program

To run Sobol software:
1. Run the IC template management program.To do so, perform one of the following actions :
e use the IC template management shortcut;
¢ run gtk-scheck file from terminal emulator using the following command:
/usr/bin/gtk-scheck

Note. If IC template management program cannot run, the previous session is not ended yet. Make sure that gtk-scheck file is in /varflog
directory. Delete the file and run the program again.

2. Inthe appeared dialog box, enter the administrator password and press <Enter>.
A dialog box appears as in the figure below.

Files | sectors | Information

» = /dev/sdal

"~
> 8 /dev/sda2 \'SS} SECURITY CODE
,
Save
Clear
Default

Files selected:
26

Total size:
489744 bytes

| Close |

Note. The provided screenshots are taken in Ubuntu 14.04 LTS Desktop with Unity graphical shell.

If Sobol card is not attached to a computer, you receive the respective warning message. To continue working
with the program, click OK.

Modify the lists of IC objects

The original lists of files and sectors are created after Sobol software is installed. You can add/remove IC objects
to/from these lists.

Attention! After modifying the lists, calculate reference checksums (see p. 36).

To modify the list of files:
1. Run the IC template management program (see above).
2. Select the Files tab.
A hard drive (drives) file structure appears as in the figure below.
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Files | Sectors | InFormation

¥ =3 /dev/sda1 _
¥ 8 /dev/sdaz

» [ bin

> [ boot

» (1 cdrom

> 84 etc

» (1 home

> 84 lib

> [ lib64

» [ lost+found

» (1 media

> A mnt

> [1opt <

» 1 EFI 6’:\,‘ SECURITY CODE
,

Save
Clear

Default

Files selected:
26

Total size:
489744 bytes

| Close |

3. Manage the list of files to be checked by the IC mechanism:
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Attention! You cannot add the following files to the list:

* files of logical drives included in LVM volumes;

+ files located in unsupported file systems;

* non-regularfiles;

* temporary files;

+ files with names longer than 253 characters;

+ file with names longer than 8 characters located in FAT sections.

e to select/remove files from the list, right—clickD (ﬁ);

Note.

« To select multiple files in a row, click the first file in the row. Then hold <Shift> and right-click L1 (not the file name) next to the last file in

the row. While removing multiple files in a row make sure that the last file in the row is marked with 4.

* To select/remove all the files of a hard drive or its section, right-click =3 ( 4] ) ord (EE‘ ) next to the required object in the list.

e to select/remove files located in a drive or directory and its subdirectories, right-click = (ﬁ ) orl 1 (EEi)

next to the required object in the list;

e to select files from the default IC template, click Default. In the appeared dialog box, click Yes;

e toremove all the files, click Clear. In the appeared dialog box, click Yes.

4. After you selected all the required files, click Save.
In the appeared dialog box, click:
e Yes — to save all changes and rewrite the template file;
e No — todiscard all changes.

5. To exit the program, click Close.

The list of selected files is saved to a files.nam file.

To modify the list of sectors:
1. Run the IC template management program (see p. 30).
2. Select the Sectors tab.

A hard drive (drives) structure appears as in the figure below.
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Files | Sectors | InfFormation

v 8% /dev/sda C
¥/l Master boot record {32 securiTy cope
Y
Vi Boot Sector (/dev/sdaT, fat32)
1 Boot Sector (/dev/sdaz2, ext4) Save
Clear
Default

Sectors selected:

3

Totalsize:
1536 bytes

| Close

3. Select the sectors to be checked by the IC mechanism.
To select/remove sectors:

e right-click 0 (@);
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Note.

* To select multiple sectors in a row, click the first one in the row. Then, hold <Shift> and right-click L1 (not the sector name) next to the
last sector in the row. While removing multiple sectors in a row make sure that the last sector in the row is marked with %)
* To select/remove all sectors of a hard drive or its section, right-click = (@ )or @ ( A ) next to the required object in the list.

e to restore the original template, click Default and click Yes in the appeared dialog box. All existing sectors

will be selected;

e toremove all sectors, click Clear and click Yes in the appeared dialog box.

4. After you selected all the required sectors, click Save.
In the appeared dialog box, click:
¢ Yes — to save all changes and rewrite the template file;
e No — todiscard all changes.

5. To exit the program, click Close.

The list of selected sectors is saved to sectors.nam file.

Create a report about controlled objects

To create a report:
1. Run the IC template management program (see p. 30).
2. Select the Information tab.

This tab contains information about the IC template management program.
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Files | Sectors | Information

IC template management program

"
O
Software version: 4.4-12 \_"%) SECLBncOn:
UEFI/BIOS card version: 4.5.438.3
FPGA version: 14.2 (N)
Registration number: -
Factory number: -

@Report

Path to the IC templates:

0S Ubuntu: /boot/sobol

IC templates drive: HDD1[2] ext4 55 GB
IC templates directory: /boot/sobol

(c) 2021 SECURITY CODE Ltd. All rights reserved.

https://www.securitycode.ru

| close

3. Click Report.
A dialog box appears as in the figure below.

Files selected: 26. Total size: 489744 byte.

b
File File size (_g‘f)} SECURITY CODE
sda2://etc/init.d/sobol 3423
sda2://etc/security/console.apps/gtk-scheck 78 Save
sda2://lib/modules/4.18.0-15-generic/kernel/drivers/char/sobol.ko 88520 close
sda2:{/usr/bin/gtk-scheck 302

sda2://usr/bin/scheck 110824

Sectors selected: 3. Total size: 1536 byte.

Sector

sda:/Master boot record

sda:/Boot Sector (/dev/sda1, fat32)
sda:/Boot Sector (/dev/sdaz, extd)

4. To save the report to file, click Save.

5. In the appeared dialog box, set a directory where the file will be saved, the file nhame and its format. Click
Save.

6. To exit the program, click Close.

Configuring the IC mechanism using the command line

To configure the IC mechanism in Linux using the command line, use scheck tool. It is designed to manage IC
templates. For detailed information about scheck tool, see p. 37. Error messages that occur during scheck
operation are described on p. 38.

Attention! Scheck command must be run by the root user.

Modify the list of controlled files

Scheck allows you to add/remove files to/from the IC list separately or as a list.

To add/remove a single file:
1. To add afile, run the following command:
scheck --add-file <PATH><FILE>

where <PATH> is the path to the file, <FILE> is the file name.
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Example 1. To configure IC for sshd_config file that is located in bin directory with mnt mount point, run
the following command:

scheck --add-file /mnt/bin/sshd config
or

scheck --add-file sda3:/bin/sshd config
To remove a file, run the following command:
scheck --rm-file <PATH><FILE>

where <PATH> is a path to the file, <FILE> is the file name.

Example 2. To remove sshd_ config file located in bin directory, sda3 section with mnt mount point, run
the following command:

scheck --rm-file /mnt/bin/sshd config

or
scheck --rm-file sda3:/bin/sshd config

To remove a non-existing file, run the following command:

Note. A non-existing file is a file that was deleted from the drive but not removed from the IC template.

scheck --rm-file <PATH><FILE>

where <PATH> is the path to the file with a logical drive, <FILE> is the name of a non existing file.

Example 3. To remove the non existing file sshd_config located in bin directory, on the computer drive,
first, run the command that displays all files in the list:

scheck --ls-files
then, find the path to the file and remove it from the list:
scheck --rm-file /bin/sshd _config

To add/remove multiple files:

1.

To add files, run the following command:
scheck --add-1s-files <PATH><FILE>

where <PATH> is the path to the file, <FILE> is the name of the file that contains the list of files for IC.

To create a list of files, set <PATH><FILE> in each line where <PATH> is the path to the file, <FILE> is the
name of the file.

Example 4. Add a list of files located in list_files.txt, in bin directory, on the drive to the IC template. An
example of list_files.txt contents:

sda4:/usr/share/locale/ru/LC_MESSAGES/gtk-scheck.mo

sda4:/usr/share/locale/ru/LC_MESSAGES/scheck.mo

sda4: /usr/share/gtk-scheck/images/folder marked.png
To add the files, run the following command:

scheck --add-ls-files /bin/list files.txt

To remove files, run the following command:

scheck --rm-ls—-files <PATH><FILE>

where <PATH> is the path to the file, <FILE> is the name of the file that contains a list of files to be
removed.

Example 5. Remove a list of files located in list_files.txt, in bin directory, on the drive from the IC template
list.

To remove the files, run the following command:
scheck --rm-ls-files /bin/list files.txt

Modify the list of controlled sectors

Scheck allows you to add/remove sectors to/from the IC list separately or as a list.
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Attention! ESXiformat has the following view:
t10.ATA WDC_WD5000AAKX2D001CA0 WD2DWCAYUHH63857:0.

To add/remove a single sector:
1. To add a sector, run the following command:
scheck --add-sector <DEVICE>:<NUMBER>
where <DEVICE> is the name of the drive (or drive section) where the required sector is located,

<NUMBER> is the number of the drive sector (or the number of sector inside the drive section). Sectors are
numbered starting with 0.

Example 6. To add a boot sector of the sda device for IC, run the following command:
scheck --add-sector sda:0

2. Toremove the sector run the following command:
scheck --rm-sector <DEVICE>:<NUMBER>
where <DEVICE> is the name of the drive (or drive section) where the required sector is located,

<NUMBER> is the number of the drive sector (or the number of the sector inside the drive section). Sectors
are numbered starting with 0.

Example 7. To remove a controlled sector 1 from the IC section sda3, run the following command:
scheck --rm-sector sda3:0

3. Toremove a non existing sector, run the following command:
scheck --rm-sector <DEVICE>:<NUMBER>
where <DEVICE> is the hexadecimal number of the hard drive that contains the required sector,
<NUMBER> is the number of the drive sector. Sectors are humbered starting with 0.
Example 8. To remove sector 1 from the non existing drive 0x81, first, run the following command:
scheck --ls-sectors

then, find the required sector in the list and remove it form the IC template:
scheck --rm-sector 0x81:0

To add/remove multiple sectors:
1. To add sectors, run the following command:
scheck --add-ls-sectors <PATH><FILE>

where <PATH> is the path to the file, <FILE> is the name of the file that contains the list of sectors for IC.

To create a list, set <DEVICE>:<NUMBER> in each line where <DEVICE> is the name of the drive (or drive
section) where the required sector is located, <NUMBER> is the number of a drive (or the number of the
sector inside the drive section).

Example 9. Add sectors located in the list_sectors.txt file, in the bin directory, on C drive. An example of
list_files.txt contents:

sda: 0
sdal: 0
sda2:0
To add sectors to the IC template, run the following command:

scheck --add-ls-sectors C:/bin/list_sectors.txt

2. Toremove sectors, run the following command:
scheck --rm-ls-sectors <PATH><FILE>

where <PATH> is the path to the file, <FILE> is the name of the file that contains the list of sectors for IC.
The list of sectors to be removed is created the same way as the list of added sectors.

Example 10. Remove sectors located in the list_sectors.txt file, in the bin directory, on C drive (see
Example 9).

To remove sectors from the IC template, run the following command:

scheck --rm-ls-sectors C:/bin/list_sectors.txt
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Calculate reference checksums
After you configured and saved the IC list, you must calculate reference checksums.

To calculate reference checksums:

1. Restart you computer (or VM server) and log on to the system as Sobol administrator (see document [1]).

2. Enable the IC mechanism (see document [1]).

3. Inthe administrator menu, go to Integrity Check, in the Calculate checksums section, click Start.
Reference checksums are being calculated. The window that displays the calculation progress appears.

To cancel the calculation, press <Esc>. If an error occurs, the calculation will be stopped and you will receive
the respective message. Read the message and, to continue, press any key.

Reference checksums are calculated successfully if no errors occurred during the calculation (the Errors field has
0 value).

If an error occurs (the specified file or sector is not found, etc.), determine and fix the problem. For example, if
specified files are not found, modify the IC template (remove these files from the IC template). After you fix all the
problems, calculate reference checksums again. For detailed information about error messages, see document [1]
orp. 38

Create a file to export the Sobol log

Sobol software allows you to create a .csv file to export the event log with the specific number of events.

To create a file to export the log, run the following command:

scheck --create-csvfile <PATH><FILE> --record-count <N>

where <PATH> is the path to the file, <FILE> is the name of the file, <N> is the number of events in the log
being exported.

Example 17. To create a file to export sb_exp.csv log with 1000 events located in the bin directory, run the
following command:

scheck --create-csvfile /bin/sb_exp.log --record-count 1000

Create a file to save UEFI Option ROM

Sobol software allows you to create a .bin file to save UEFI Option ROM.
To create a file to save UEFI Option ROM, run the following command:
scheck --create-romfile <PATH><FILE>

where <PATH> is the path to the file, <FILE> is the name of the file.

Example 18. To create sobol_pcie.bin file to save UEFI Option ROM located in bin directory, run the following
command:

scheck --create-romfile /bin/sobol pcie.bin
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Appendix

Scheck format

Scheck has the following format: scheck [key] [argument].

controlled files

--rm-Is-files

Remove files of a specific text file from the
list of controlled files

--add-Is-sectors

Add sectors of a specific text file to the list of
controlled files

--rm-Is-sectors

Remove sectors of a specific text file from
the list of controlled files

Key Description Argument Comment

--help (-h) Show Help None

--version (-V) Show program version None

--verbose (-v) Show messages about program operation None Does not function using VMware
vSphere ESXi 6

--Is-path Show paths to IC template files None

--Is-drives Show information about used devices and None

sections

--Is-files Show the list of controlled files None

--Is-sectors Show the list of controlled sectors None

--add-file Add a file to the list of controlled files <PATH><FILE> <PATH?> is the path to the file.

--rm-file Remove a file from the list of controlled files <FILE> is the name of the file

--add-sector Add a sector to the list of controlled sectors | <DEVICE>: <DEVICE> is the drive (drive

<NUMBER> section) name where a sector

being added/removed is located.
<NUMBER> is the sector
number on the drive (or the

--rm-sector Remove a sector from the list of controlled sector number inside the drive

sectors section)
--add-Is-files Add files of a specific text file to the list of <PATH><FILE> <PATH?> is the path to the file.

<FILE> is the name of the text
file that contains the list of
controlled files or sectors

--record-count

--clear-files Clear the list of controlled files None

--reset-files Restore the default list of controlled files None

--clear-sectors Clear the list of controlled sectors None

--reset-sectors Restore the default list of controlled sectors | None

--create-romfile Create a file to save UEFI Option ROM <PATH><FILE> <PATH> is the path to the file.
<FILE> is the name of the file

--create-csvfile Create a file to export the log <PATH><FILE> <PATH?> is the path to the file.

<FILE> is the name of the file

--record-count — the number of

events
(see below)

--record-count

The number of events to export within the
log

<N>

<N> is the number of events.
This key is an argument for
the --create-csvfile key
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Scheck error messages

The following messages will appear if an error occurs during scheck operation:
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Error

Cause

Solution

Only root can run this program

The command is run by a user without
administrator privileges.

Run the command as the root
user.

scheck: (null) is invalid option

The command does not contain the required
key or the key is not valid.

Add a valid key. For detailed
information about scheck
commands, see p. 37.

file <PATH><FILE> is not found

Error adding file to integrity check templates:

The command might contain the invalid
path or name of the required file, or the file
is not supported by Hardware Trusted Boot
Module Sobol IC mechanism.

Determine the cause of the
problem. Specify the full name of
the file.

file <PATH><FILE> is already in templates

Error adding file to integrity check templates:

The command might contain a file that was
added to the IC list earlier.

If necessary, add another file.

Error removing file from integrity check
templates:
file <PATH><FILE> is not in templates

The command might contain the invalid
path or name of the required file, or the file
no longer exists.

Determine and fix the problem. If
the file no longer exists, remove
or from the IC list (see p. 33).

Error adding files list to integrity check
templates:
file <PATH><FILE> is not in templates

The command might contain the invalid
path or name of the required file with the
list of controlled files.

Determine the cause of the
problem. Specify the valid
name of the file.

Error removing files list from integrity check
templates:
file <PATH><FILE> is not found

The command might contain the invalid
path or name of the file with the list of
controlled files.

Determine the cause of the
problem. Specify the valid name
of the file.

Error adding sector to integrity check
templates:
sector <DEVICE>:<NUMBER> is not found

The command might contain the invalid
name of the drive (drive section) or sector
number on the drive (the sector number
within a section).

Determine the cause of the
problem. Specify valid
parameters.

Error adding sector to integrity check
templates:

sector <DEVICE>:<NUMBER> is already in
templates

The command might contain a sector that
was added to the IC list earlier.

If necessary, add another sector.

Error adding sector to integrity check
templates:
sector <DEVICE>:<NUMBER> is not found

The command might contain a sector that
was added to the IC list earlier, or the sector
does not exist.

Determine and fix the
problem. If the required
sector does not exist, remove
it from the IC list (see p. 34).

Error adding sectors list to integrity check
templates:
file <PATH> <FILE> is not found

The command might contain the invalid
path or name of the file with the list of
controlled sectors.

Determine the cause of the
problem. Specify the valid name
of the file.

Error removing sectors list from integrity
check templates:
file <PATH><FILE> is not found

The command might contain the invalid
path or name of the file with the list of
controlled sectors.

Determine the cause of the
problem. Specify the valid
name of the file.

scheck options error:
--record-count is not specified!

The command does not contain the number
of events to be exported.

Create a file to export the log
again and specify the number of
events (see p. 36).

Default IC objects for Windows

During Sobol software installation with the parameters set by default, the IC templates contain:

e disk sectors;
e files given in the table below.
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File name File path

BCGCBPRO100u90.dll \Program Files\Sobol

GetDepends64.dll

SblPassportRpt64.dll

SbIResourceRpt64.dll

SCore64.dll

SICheck64.exe

SnCmdSequence64.dll

SnError6e4.dll

SnReportBuilder64.dll

SnReportForms64.dll

Sobol64.cat

Sobol.inf

Sobol64.sys
Uc64.dll

wdfcoinstaller01009_64.dll

XmIDocument64.dll

repPassport.xsl

repResourceWs.xsl

SDeviInfo64.dll

sblapi64.dll \Windows\System32
snellock64.dll

sblapi.dll \Windows\SysWOW64
snellock.dll

Sobol64.sys \Windows\System32\Drivers

Default IC objects for Linux

During Sobol software installation, the IC templates contain:
e sectors that are compatible with Sobol;
e files given in the table below.

File full name

/usr/share/application-registry/gtk-scheck.applications

/usr/share/locale/ru/LC_MESSAGES/gtk-scheck.mo

/usr/share/locale/ru/LC_MESSAGES/scheck.mo

/usr/share/gtk-scheck/images/folder_marked.png

/usr/share/gtk-scheck/images/folder_normal.png

/usr/share/gtk-scheck/images/disk_marked.png

/usr/share/gtk-scheck/images/disk_normal.png

/usr/share/gtk-scheck/images/file_marked.png

/usr/share/gtk-scheck/images/file_normal.png

/usr/share/applications/gtk-scheck.desktop

/usr/share/gtk-scheck/gtk-scheck.glade

/usr/share/gtk-scheck/gtk-scheck.png
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File full name

/etc/security/console.apps/gtk-scheck

/etc/security/console.apps/gtk-scheck

/usr/share/gtk-scheck/logo.png

/usr/share/icons/gtk-scheck.png

/usr/lib/pkgconfig/sobol.pc

/usr/include/sobol/sobol.h

/etc/tc.d/init.d/sobol
/usr/bin/gtk-scheck

/usr/share/polkit-1/actions/ru.securitycode.gtk-scheck.policy
/usr/lib/libsobol.so

/usr/sbin/gtk-scheck

/usr/bin/scheck

/usr/bin/sobol

/lib/modules/<driver>/kernel/drivers/char/sobol.ko
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1. Hardware Trusted Boot Module Sobol. Version 4. Administrator guide. Sobol Software.
2. Hardware Trusted Boot Module Sobol. Version 4. User guide. Basic Operations.
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